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Blockcha.m tec.hnologles are applied |.n dlversg domalns Temporal behawors-a're gene.raylly €asy t? describe in n.aturzfﬂ Timing | Move | PullOverPush
such as financial systems, supply chains, and identity language, however it's nontrivial to specify them precisely in Efficiency = IncentiveExecution | TightVariable | Library | StringLimait
management, leading to the emergence of various smart formal logic which can be interpreted by the machine. AccessControl == Restriction(n) | Challenge(addr,prompt) | W hitelist(addr) |
contract languages design. These contracts often involve  Figure 1 shows the Speed Bump pattern from a smart KASRRER NN 1| IECORICIPRNERSE] | SIS fa o

_ . _ , . _ , ContractManagement = Agree(|laddr,addr,...]) | Distinct(addr) | Proxy(|addr,addr,...|)
time dependent transactions recorded immutably on the  contract. In the code snippet, line 7 WAIT PERIOD is set M Pattern == Import(Safemath) | Redefine(opr)
blockchain, making their correctness crucial. This paper to 7 days, at line 10, the withdraw function requires the Timing == EStop | Constraint(t) | Rate(n,t) | Bump(t)
addresses the formal verification of temporal behaviors current time to be greater than the time of the initial sze e T?;a?sjifler(lkn,‘ a]c(ifir)d} ?’end(n, addr) | Call.value(n, addr, gas)
. . . . . numoer i— th od Lrealn
in smart contracts without human interaction. We study ~ withdrawal request plus the wait period, in this case, seven addr == 0x(0 — 9|A — F){40}
9 recent smart contract languages used in 7 leading days later. time == int sec | int min | int hr | int days
blockchains and model 27 common temporal patterns ; struct rithdrazél { Figure 2: VESC Specification Language Grammar
from 2102 benchmarks across 9 domain-specific X int requestedAt: - ] ]
application categories. We introduce VESC, a temporal ! } s ) - VESC Speclflcatlon I.anguage and Implementatlon
. . . mapping (address => uint rivate alances;
specification language that allows developers to specify 6 maﬁiin§<address . Withdrzwal) srete Rlsincksaraile - | o |
temporal properties in structured natural language 7 mi eeomotamt WALU_PENEED = 7 dnve: VESC compiles front-end specification language to a linear
4 8 .
which VESC compiles into formal linear temporal logic. 9 function withdraw() public { temporalﬂlc;gllc folrrgul?.7: | ore | ove | Xo | oUo | oR
- - 10 if (withdrawals[msg.sender].amount > 0 && now > Q=P € P % PlLP =@ | PAP | PVP PlLPUP | PRY
our Experiments demonstrate that. VESC effectlvely withdrawals[msg.sender].requestedAt + WAIT_PERIOD) { VESC’s grammar is defined as a list of expressions (expr). These
specifies common temporal behaviors, paving the way 11 uint amount = withdrawals[msg.sender].amount; g ol the for K .IO f pr). .
for automated temporal verification of smart contracts. };?; ;’;;hZZZZiSE?iisiii‘iifﬂiuif?m - elepfrelsmlons modelthe four key categorldes Of patterns: Security,
14 ) fficiency, Access Control,and Contract Management.

Smart Contract Patterns 15 } Each type of expression is broken down further into pattern
Smart contract patterns are algorithms and solutions that Figure 1: Example of a Speed Bump Security Pattern constructs. Each pattern may take arguments in the form of numbers,
appear frequently in blockchain code spaces. These VESC encodes the temporal properties of the code snippet time units, or addresses. A full description of VESC's grammar is
patterns help developers by promoting the efficient reuse  3pove as simply Bump (time t). For this example, when we described in Figure 2. Figure 3 shows VESC output results for each
of code and design, as well as setting standards for parse Bump (7 days), VESC compiles it into an LTL formula;  benchmark: the first column presents our VESC expressions, and the

security. Smart contract patterns can often be used across second column contains the LTL formulae that VESC compiles to.
any blockchain and can be implemented in any language.

We categorize these patterns into four major fields,

F(call = stall U currentTime = callTime + 7 days)
This formula states

security, efficiency, access control, and contract that when the VESC Specification VESC Output LTL Formula
management. function BalanceLimit (20000) G((Balance <= 20000))
(withdraw)is Bump (5) F(((call -> stall) U (currentTime == (callTime + 5))))
called, the | Constraint (1) F(((accessable == True) U (CurrentTime == (StartTime + 1))))
transaction is Rate(1, 1) F((call -> ((callable == True) -> ((remainingCalls-1) -> X(((remainingCalls == 0)
stalled ur.1t|I the -> ((callable == False) U (currentTime == (initialTime + 1)))))))))
curren(’;tlmefls EmergencyStop F((EmergencyStop == True))
’isvetr'] aysfz;hter IncentiveExecution(cleanUp, 20)|F((cleanUp -> ((callerAddress + 20) /\ (OwnerAddress - 20))))
Fe HME OTINE Library(OpenZepplin, std) G(OpenZepplin, SolidityStandardLibrary)
initial call. S e o
StringLimit (32) G((StringLimit <= 32))
Owner (addri) F(contract.owner == FALSE -> contract.setOwner = addrl) ||
Formula

Figure 3: VESC Sample Input/Output Results
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